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CYBERBULLYING

Warning Signs
By Sameer Hinduja, Ph.D. and Justin W. Patchin, Ph.D.

A child may be a victim of a A child may be cyberbullying
cyberbully if he or she... others if he or she...
¢ unexpectedly stops using the e quickly switches screens or closes
computer programs when you walk by

e appears nervous or jumpy when an e uses the computer at all hours of

Instant Message or Email appears the night
e appears uneasy about going to e gets unusually upset if he or she
school or outside in general cannot use the computer

e appears to be angry, depressed, or ¢ laughing excessively while using the
frustrated after using the computer computer

¢ avoids discussions about what they e avoids discussions about what they

are doing on the computer are doing on the computer

e becomes abnormally withdrawn e s using multiple online accounts, or
from usual friends and family an account that is not their own
members

Sameer Hinduja, Ph.D. is an Assistant Professor in the Department of Criminology and Criminal Justice at Florida Atlantic
University. Justin W. Patchin, Ph.D. is an Assistant Professor of Criminal Justice in the Department of Political Science at
the University of Wisconsin-Eau Claire. Together they lecture across the United States on the causes and consequences of
cyberbullying and offer a comprehensive workshop for youth, parents, teachers, counselors, mental health professionals,
law enforcement and others concerned with addressing and preventing cyberviolence.

For more information, visit http://www.cyberbullying.us
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CYBERBULLYING:

LEGAL AND POLICY ISSUES
By Sameer Hinduja, Ph.D. and Justin W. Patchin, Ph.D.

Lately, a significant amount of attention has
been directed toward a few states that are
working through the process of developing
cyberbullying legislation. Specifically, they are
codifying a requirement for school districts to
update their policies to include cyberbullying
or other types of electronic harassment in
their definitions of prohibited behavior. This is
certainly a step in the right direction.

We have been reluctant to create a fact sheet
detailing the legal issues surrounding cyber-
bullying for a number of reasons. First, we
are not lawyers. While we often conduct legal
research, we recognize the difference between
“law on the books” and “law in action.”
Second, there currently does not exist any
clear legal consensus about how to deal with
many types of cyberbullying incidents.

To be sure, there are a number of
cyberbullying behaviors that already fall neatly
under existing criminal legislation (e.g.,
harassment, stalking, felonious assault),
though these instances occur with relative
infrequency. Also, most can agree that certain
forms of cyberbullying do not require formal
(legal) intervention (e.g., minor teasing).
That said, few can agree on the point when
cyberbullying behavior crosses the threshold
at which the criminal or civil law is implicated.

At the time of this writing, we are aware of the
pending legislation in the following states:
Arkansas, Florida, Hawalii, Idaho, Utah, Rhode
Island, South Carolina, South Dakota, and
Washington. For example, Florida's law would
add: “Bullying or harassment of any student or
school employee is prohibited: (c) Through the
use of data or computer software that is
accessed through a computer, computer
system, or computer network of a public K-12
educational institution.” Some proposals have
been criticized for being ambiguous or for
seeking to regulate behavior that is considered
free speech. We personally argue that those
who feel harassing, threatening, or otherwise
intimidating speech or communications is (or

should be) protected by the First Amendment
are misguided.

Courts have provided some direction to school
districts on what types of behaviors may be
regulated. Typically, courts making decisions
involving the speech of students refer to one
of the most influential U.S. Supreme Court
cases: Tinker v. Des Moines Independent
Community School District (1969). In Tinker,
the court ruled that the suspensions of three
public school students for wearing black
armbands to protest the Vietham War violated
the Free Speech clause of the First
Amendment.

There are two key features of this case that
warrant consideration. First, the behavior
occurred on campus. Second, the behavior
was passive and non-threatening. In short,
the court ruled that: “A prohibition against
expression of opinion, without any evidence
that the rule is necessary to avoid
substantial interference with school
discipline or the rights of others, is not
permissible under the First and Fourteenth
Amendments” (emphasis added). Thus, the
Court clarified that school personnel have the
burden of demonstrating that the speech or
behavior resulted in a substantial interference.

School districts are well within
their legal rights to intervene in
cyberbullying incidents - even if
those incidents were initiated
off-campus - if it can be demon-
strated that the incident resulted
in a substantial disruption of the
educational environment.

One of the major areas of contention,
however, seems to be whether school districts
can interfere in the behavior or speech of
students that occurs away from campus.
While this is muddy legal water, some cases
have upheld the actions of school




administrators in disciplining students for off-
campus actions. Again, in these cases it is the
responsibility of school district authorities to
demonstrate that the off-campus activity
negatively affected the educational mission of
the school in a significant way. In J1.S. v.
Bethlehem Area School District (2000), the
Commonwealth Court of Pennsylvania
reviewed the case where 1.S. was expelled
from school for creating a web page that
included threatening and derogatory
comments about specific school staff.

In its ruling, the court in J.S. made it clear
that schools do have the authority to discipline
students when speech articulated or behavior
committed off-campus results in a clear
disruption of the classroom environment. In
this case, the school district was able to
demonstrate significant disruption of the
school environment and a negative impact on
the target of the incident. The court
concluded: “Regrettably, in this day and age
where school violence is becoming more
commonplace, school officials are justified in
taking very seriously threats against faculty
and other students.”

In Emmett v. Kent School District No. 415
(2000), however, the U.S. District Court for
the Western District of Washington reviewed a
case where Nick Emmett was initially expelled
(the punishment was later modified to a five
day suspension) for creating a web page
entitled the “Unofficial Kentlake High Home
Page” that included mock obituaries of
students and an online mechanism for visitors
to vote on who should die next.

The key issue in this case, however, was the
fact that the school district failed to
demonstrate that the web site was “intended
to threaten anyone, did actually threaten
anyone, or manifested any violent tendencies
whatsoever. This lack of evidence, combined
with the above findings regarding the out-of-
school nature of the speech, indicates that the
plaintiff has a substantial likelihood of success
on the merits of his claim” (Nick Emmett v.
Kent School District No. 415 [W.D. Wa.
2000]). The school district was unable to
show that anyone listed on the site was

actually threatened by the site, or that it
resulted in a significant disturbance at school.

In a more recent case, Layshock v. Hermitage
School District (2006), a U.S. District Court
examined “whether a school district can
punish a student for posting on the Internet,
from his grandmother’s home computer, a
non-threatening, non-obscene parody profile
making fun of the school principal.” While the
court noted that the act of creating the web
site parody was in fact protected by the First
Amendment, when the act resulted in an
“actual disruption of the day-to-day operation”
of the school, it became punishable by the
school district. Here again, the school district
clearly articulated how the actions of Layshock
negatively affected the school environment.
First, many school staff were required to
devote an extraordinary amount of time to
addressing and resolving the problem.
Second, because the computer system had to
be shut down, many students were unable to
use the computers for legitimate educational
purposes and a number of classes had to be
cancelled.

Based on the information reviewed, a well-
designed anti-bullying policy should contain
the following elements:

¢ Specific definitions for harassment, intimidation,

and bullying (including the electronic variants)

Graduated consequences and remedial actions

Procedures for reporting

Procedures for investigating

Specific language that if a student’s off-school

speech or behavior results in “substantial

disruption of the learning environment,” the

student can be disciplined

e Procedures for preventing bullying (workshops,
staff training, curriculum enhancements)

This fact sheet represents just a few examples
of court cases and pending legislation that can
help school districts evaluate and improve
their current anti-bullying policies. We will
update this information as necessary. Please
contact us if you are aware of any court cases
or other incidents that may be used to help
clarify the actions taken by school districts in
cases of cyberbullying.

Sameer Hinduja, Ph.D. is an Assistant Professor in the Department of Criminology and Criminal Justice at Florida Atlantic
University. Justin W. Patchin, Ph.D. is an Assistant Professor of Criminal Justice in the Department of Political Science at
the University of Wisconsin-Eau Claire. Together they lecture across the United States on the causes and consequences of
cyberbullying and offer a comprehensive workshop for youth, parents, teachers, and others concerned with cyberviolence.

For more information, visit http://www.cyberbullying.us
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Joe Elcano speaks up....

—
m “Cyber-bullying: This is the number one issue facing
our youth. Almost every child will be bullied or be a
bully on the Internet. When this happens, parents
face a real dilemma. The school won't get involved
unless it took place at school and the police won't get
involved unless there is a physical threat. Therefore,
parents and children are left to fend for themselves.”
|8 Table Host: Joe Elcano is Education Technology
Director for the Washoe County School District

Laws that protect you...

iy

m Recently, a number of states have passed
strong cyber bullying laws that are designed
to protect children from being harassed,
threatened and humiliated online. These laws
represent a crucial step towards National
anti-cyber bullying laws which will protect
children of all ages in every corner of the
country.
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Cyber Bullying is real...

]
m "Cyber Bullying" is when a child, preteen or teen is
tormented, threatened, harassed, humiliated,
embarrassed or otherwise targeted by another child,
preteen or teen using the Internet, interactive and
digital technologies or mobile phones. It has to have
a minor on both sides, or at least have been
instigated by a minor against another minor.
B Cyber Bullying has resulted in extreme emotional
distress and even death.
== @ "The bullying and torment on [AOL Instant
Messenger] and on my websites made me feel
absolutely terrible." (9th grader from South Carolina)

Cyber Bullying

The g

dapted from the youth research compiled
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Nevada State Statutes....
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Technologies involved...

If you are being bullied...

= Email accounts u Tell an adult immediately!
m Text messages via cell phone m Email accounts should be changed
; u Contact your ISP provider and have law
] Instan't Messaging enforcement review the correspondence
u Websites m Cell phone numbers can be changed and the
m My Space new number given to only trusted friends and
m Facebook » family
i = B [nstant messaging usually has a block feature
[ ]
Television attached to the program. Block all screen
names that have threatened or bullied you
Websites... Cyber Bullying stories...
L]

m If you find a website that includes bullying
notify the website domain provider
(godaddy.com, etc.) and report the author of
the website to the owners of the domain. You
can find the author to most sites by searching
Whois.com. Whois will give you information
regarding the authorship of the site, this
information can be useful if you turn the
person into law enforcement.

u Call law enforcement and report the cite!

& The Megan Meier MySpace Incident

m Megan Meier was a 13 year old from Missouri who
struck up an online friendship on the popular social
networking site MySpace with a person she believed
was a new boy in ﬁer hometown. In actuality, the
“friend” was a group of individuals, including adults,
who were intent on humiliating the poor girl because
of a friendship with another child that had gone awry.
Megan was very upset when she found out the truth,
then later committed suicide once the friendship had
terminated. The horrifying case stunned the
community and caused state government officials to
passtsome of the harshest cyber bullying laws in the
country.

Facebook...

TR
m A Fake Facebook Rival

m This year in Clinton Missouri, charges were filed
against a teenager who allegedly created a fake
Facebook account to serve as a competition against
a young girl who was interested romanticaily in a
male student. The account was created by another
girl who wanted the boy all to herself, the suit claims.
As a result, the targeted individual underwent
significant levels of stress which affected her studies
and her ability to attend school regularly. The case is
one of many that feature phony accounts on
Eacebook or MySpace that are used to harass young
people or stir up trouble among friends.

Television and media....

| Cyber bullying has been present in the 2008
presidential election with the slurrying of both
presidential candidates John McCain and Barack
Obama. Even the vice-presidential candidates Sarah
Palin and Joe Biden have been victims of this abuse.
These slanders wouldn’t technically be considered
cyber bullying, but are loosely related. Senator Sarah
Palin has received the worst of it with the creation of
videos mocking her interviews on Saturday Night
Live. NBC reports over 7 million views online, with
millions more watching it on YouTube and Google

video.
http://iwww.cyberbullyalert.com/blog/2008/10/stories-
of-cyber-bullyin




Discussion...

B Have you ever been the target of cyber
bullying?

®m What do you think the effects of cyber
bullying are on the victims?

B Have you ever bullied anyone?

® What are the important facts that you learned
from this presentation?

u If you were being bullied who would you tell?
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Online information:

WSSt
| hitp://www.cyberbully.org/

B http://www.cfchildren.org/issues/cyberbullying/

& http://www.cyberbullyalert.com/blog/2008/08/cyb
er-bullying-statistics-that-may-shock-you/

® hitp:/iwww.ncpc.org/cyberbullying

= http://www.cyberbullying.us/

® http://www.isafe.org/imgs/pdf/education/CyberBu
llying.pdf

m http://www.stopcyberbullying.org/

Your School Will Help...

if you are the target of any type of bullying and
need more information contact:

Your school counselor or trusted teacher or
administrator

Safe and Drug Free Schools
775-850-8012
Or
Secret Witness
775-322-4900




