














School and Parent Action Options

School “Nexus”

If there is a schoo! "nexus” and substantial harm, the

school can impose formal discipline.

» But do not simply impose a formal disciplinary
response and expect the situation to be resolved.
Get to the root!

» Other actions by the school or by the parent, target,
or staff member may be necessary.

No Schocl “Nexus”

if there is no school “nexus,” provide support to the

target and parents, and seek an informal resolution

with cyberbully and parents.

» Schootl officials can help the parents or the target
figure out the most appropriate response(s) and
provide a range of assistance in following through,
including technical support.

= The school counselor or school security officer can
seek an informal resclution with the parents of the
cyberbully. The cyberbully’s parents may be totallty
unaware, concerned to find that their child has
engaged in this kind of activity, and get the
cyberbullying to stop. Or they couid be very
defensive. Send the cyberbully’s parents a letter that
includes the downloaded material and requests a
meeting to address these concerns. It may be best
to start with a school counselor initiated attempt at
resolution and then shift to involving the school
resource officer if the parents are not responsive.

+ Al staff should be informed about the cyberbullying
and advised to report any negative incidents of in-
school bullying between the participants, even very
mild negative interactions, because this can
establish a school nexus.

» School counselor should provide ongoing support to
the target. The counseling support should address
the harm and seek to empower the target with
effective skills to prevent and respond to bullying,
inciuding...

— Develop his or her personal guidelines for
online invoivement.

— Make a realistic evaluation of the quality of ihe
online community and the benefits of remaining
in or leaving.

— Recognize the need to leave an conline situation
that has gotten out of control.

— Conduct a self-assessment of his or her
behavior or communications that may be
contributing to victimization.

— Learn how to respond in an assertive, but not
aggressive, way to any harmfu!
communications.

— Know when and how to gain assistance from
an adult.

Parent, Target, or Staff Member Action Options

Tell the Cyberbully to Stop
* Send the cyberbully a non-emotional, assertive
message telling the cyberbully to stop.

ignore the Cyberbully

» Block or filter all further communications through email and
IM contact list.

» Avoid going to the site or group where the attacks have
occurred.

« Change email addrass, account, username, or phone
number.

File a Complaint

Cyberbullying is a violation of the "Terms of Use" of most web
sites, 1SPs, and cell phone companies. File a complaint by
providing the harmful messages or a link to the harmful material
and ask that the account be terminated and any harmful
material removed.

* If the cyberbully is using email, contact the ISP of the
cyberbully (determine the ISP from the email address),
contact the company at <support@<ISP> or look on the
ISP's site for a "Contact Us” email address.

+ If the material appears on a third-party web site {e.g.
<http://www.webhostname.com/~kid'sname.html>) go to
site's home page, file a complaint through the "Contact Us”
email address.

« If the material is on a web site with its own domain name (e.g.
http:/fiwww.xyzkid.com), go to Whois (http://www.whois.net) to
find the owner of the site and the host company. Go to the
host company’s web site and file a complaint through the
“Contact Us" email address.

« If the cyberbully is using a cell phone, trace the number and

contact the phone company.
Be sure to save all of the communications.
One problem is the cyberbully can set up a new account.

Contact the Cyberbully’s Parents

The target's parents can send the cyberbully’s parents a letter
that includes the downloaded material and requests that the
cyberbullying stop and all harmful material be removed.

Contact an Attorney or File a Small Claims Action

An attorney can send a letter to the cyberbully’s parents
demanding that the cyberbullying stop. An attorney can also
help file a lawsuit or help the parents file a small claims action
against the cyberbully’s parents for financial damages and a
requirement that the cyberbullying stop.

Contact the Police

If the cyberbullying appears to be a crime, contact the police.
Cyberbullying that involves threats of violence, coercion,
obscene or harassing text messages, harassment or stalking,
hate or bias crimes, creating or sending sexually explicit picture,
sexual exploitation, or taking a picture of someone in private
place could be a crime.
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THE INTERNET HAS CREATED AN EXCITING
new world of information and commu-
nication for anyone with access to
online services. While this world offers
unparalleled opportunities for children and adults to
learn about the universe we live in, some risks and dan-
gers exist for children as they travel through Cyberspace.
This may include access to illegal content on the web or
receiving inappropriate and unsolicited E-mail or chat
messages. In addition, individuals who prey on children
have quickly adapted to the online community of the
Information Age and often use computer technology to
seek unsupervised access to and contact with children.

To better safeguard children while online, key public-

and private-sector leaders joined with the National

Center for Missing & Exploited Children® (NCMEC) on

March 9, 1998, to launch the CyberTipline. The

CyberTipline was created for individuals to report inci-

dents of child-sexual exploitation including

« Possession, manufacture, and distribution of child
pornography

« Online enticement of children for sexual acts

« Child prostitution

« Child-sex tourism

« Child-sexual molestation (not in the family)

_ SEVEN DAYS PER WEEK, 24 HOURS PER DAY, NCMEC IS FULLY STAFFED TO HANDLE LEADS
AND THEN DISTRIBUTE THOSE LEADS TO THE APPROPRIATE LAW-ENFORCEMENT AGENCIES.

HOW DOES THE CYBERTIPLINE WORKS

« When children believe that someone is trying to entice them for sexual or illegal purposes or that they have found child
pornography online, they tell their parents.

» The parents and child link to the CyberTipline, www.cybertipline.com, and fill out an online report form for child-sexual
exploitation.

« NCMEC CyberTipline Operators retrieve and prioritize each lead. Then the report is immediately reviewed and ana-
lyzed by NCMEC's Exploited Child Unit (ECU). This may include visiting a reported web site or newsgroup posting,
contacting the complainant to gather additional information, and conducting searches using varicus Internet tools.

The repert is made available online to the Federal Bureau of Investigation; U.S. Customs Service; U.S. Postal
Inspection Service; and, when known, forwarded to the state and local law-enforcement agency where the incident
occurred.

g?' TO REMOVE BOOKMARK, TEAR OR CUT HERE

The Public’s Resource for Protecting Children Online
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YOU CAN HELP

Cyberspace is being used in a number of ways to target and sexually victimize children. The best way to reduce the risks
in Cyberspace is to understand the potential dangers, watch for abuses, and immediately report them. Using the
CyberTipline will help tremendously in the fight against child-sexual exploitation on the Internet.

SUCCESS STORIES

The CyberTipline has received thousands of leads from parents, teachers, clergy, law enforcement, and many other con-
cerned people who want to better safeguard children while they are exploring on the Internet. Many of those leads have
taken children out of harm's way.

- The CyberTipline received a lead about the location of a runaway who was involved in child prostitution. The lead was
forwarded to local law enforcement in Des Moines, lowa, and the child was recovered.

« NCMEC credited a local resident and law enforcement in Orange County, Florida, for their quick response and
resourcefulness in reporting information to the CyberTipline that resulted in the recent arrest of a 63-year-old Bithlo,
Florida, man who was charged with 50 counts of sexual activity with a minor.

. The CyberTipline received a report from a mother in Helena, Montana, whose 16-year-old daughter ran away from
home. The mother suspected that her daughter had taken a bus to Kansas City, Missouri, to visit with an adult she "met"
via the Internet. NCMEC's ECU contacted the FBI, which in turn contacted its Kansas City field office. The child arrived
in Kansas City and was greeted by federal agents. The suspect—a divorced male in his thirties—was also apprehended.

« The CyberTipline received a report regarding a web site that contained hundreds of images of child pornography.
NCMEC's ECU contacted the U.S. Postal Inspection Service and they worked with local law enforcement who made an

arrest in the case.

The National Center for Missing & Exploited Children was established in 1984 as a private, nonprofit organization and
serves as a clearinghouse of information on missing and exploited children per federal statutes 42 USC § 5771 and 42
USC § 5780. The 24-hour, toli-free Hotline and CyberTipline are open for those who have information on missing and
exploited children at 1-800-THE-LOST (1-800-843-5678) and www.cybertipline.com.

In 1996 the U.S. Congress established the Exploited Child Unit within NCMEC. ECU is not an investigative agency, but
rather a resource center and clearinghouse for parents, law enforcement, public and private agencies, legislators, and
other professionals offering services including

. Public awareness and prevention materials for law enforcement and parents on Internet safety and the issue of child-
sexual exploitation

« Queries and database searches for law enforcement on cases of child-sexual exploitation

« Publications, training, and technical assistance for law enforcement on cases of child-sexual exploitation

FOR MORE INFORMATION ON THE SERVICES AND RESOURCES OFFERED BY NCMEC's

Ty ey T Y TTT™ A
Expro1ten CeILD UNIT, PLEASE VISIT WWW.CYBERTIPLINE.CGM OR CALL 1-800-843-5678.

NATIONAL
CENTER FOR £ SICMEC is the national clearingheuse end resource center funded under cooperative agresrment 38-MC-CX-KDG2 from the Offce of Juvenite justce and
AU SR

Delinquency Prevention, Ofiice of Justice Programs, U.S. Depariment of Justice.
M I S s I N G‘ & Paints of view or Gpinions in this work are those of the zuthor and do not necessarily resresent the official position ar poficies of the U.S. Department of

E x P L 0 I T E D Juslice nor the U.S. Depariment of Treasury.
Copyright B 1999 National Center for Missing & Exp'oited Chitdren Al rights reserved
L HILDREN Mationa! Genter for Missing & Exploited Children®is a registerad service mark of the Mational Center for Missing & Exoloited Children
www.missingkids.com g
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CYBER BULLYING

Take a Stand Against the New Age of Bullying

What is Cyber bullying?

Cyber bullying happens when someone:

m  Sends unwanted emails

m Creates a Webpage dedicated to:

Sending a negative message about a victim

Making up stories or lies about a victim

® Uses a chat room or an online journal to:

Discover or disclose personal information about a victim

Cyber bullies use more than just computers...

m Cyber bullying also occurs when students use cell phones or pagers to:

Send text messages in order to bully, intimidate or harass another person

Send photos to deliberately try to scare, upset, threaten, embarrass, humiliate or
abuse another person

Spread gossip or rumors about a person to other students
What's the problem with Cyber bullying?
Any type of bullying is damaging, regardless of how and where it happens.

Getting slammed on a website can be just as painful as getting slammed against
a school locker.

What's the problem with Cyber bullying?

g Any type of bullying is damaging, regardless of how and where it happens.

Getting slammed on a website can be just as painful as getting slammed against
a school locker.

Cyber bullying is wide-spread...

m  Cyber bullying is wide-reaching...anyone can participate.
m A 2002 study showed that one in four kids had been bullied via their computers

or cell phones www.cyberbullying.ca: Britain
A National i-SAFE survey found half of students who use the Internet are being

harassed online.
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Why is Cyber bullying so widespread?

A recent study showed that 74% of connected young people use instant messaging
several times a week. Pew Report: Bill Belsey

Research indicates that one in three kids ages 10-19 now have their own cell phone.

Yankee Group market research firm

By 2005, the annual number of text and visual messages sent over the Internet is
expected to reach 1.2 trillion. Bill Belsey: Cyber bullying.ca

Recent cases of Cyber bullying

In a Manhattan High School, several boys created a website dedicated to spreading
sexual gossip about female classmates.

In Allentown, NJ students started a Website that named the 20 most hated students
in their school.

In Dallas, students created a Website dedicated to attacking a teen with Multiple
Sclerosis.

Cyber bullying is hurtful

Cyber bullying can cause:

m Depression

m Isolation

m Lowered self-esteem

m Drug and alcohol use and abuse

m Skipping or dropping out of school

@ Suicide

Cyber bullying can ieave you feeling helpless

Cyber bullying can occur at any time day or night, reaching you online at home, in
school, or on your personal cell phone or pager.

A recent study showed that 58% of students have not told their parents or another
adult about someone being mean or hurtful to them online. i-safe

What can students do to stop Cyber bullying?

Tell a parent, teacher or a trusted adult about what is happening.

Use phone or Internet safety features to block unwanted calls and messages.

Track the time and date of all unwanted messages on your computer or cell phone.
Print all unwanted messages received on your computer.
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Can the police help?

m If you feel threatened and fear for your personal safety, the police can:
m  Order cell phone records
m  Obtain copies of sent text messages
m Confiscate hard-drives

m  Criminally charge suspects (if appropriate)

Take a stand!

®  Everyone has a right to feel safe in school, at home, on-line, and when using their
cell phone or pager.

E By reporting instances of bullying, you are acknowiedging that damaging and
hurtful behavior will not be tolerated by the student body.

m  You are also asking that the bully be held accountable for their actions.

®  You never know who the bully’s next victim might be...or the possible consequences.
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For Parents

| Help Take a Stand Against
Bullying

Wh_atls bullying?

. +When the intentional act:
| » Physically harms a student or damages his/her
property;
a Substantially interferes with the student’s
education;
= Is 50 severe, persistent or pervasive that it creates
an intimidating or threatening educational
environment;
= Or substantially disrupts the orderly operation of 2
school.

arzrncans £ Senate 4 3525 2canian 330302

‘Bullying happens in 4 ways

- #Verbal (Direct)

; » Threats
» Group threats
» Teasing
» Jokes

+VERBAL (Indirect)

= Ignoring / Isolation
= Gossip

What!s bullying?

= An intentional written, verbal or physical

act against a student which is motivated by
the bully’s perception of that student's:

+ race

> color

» creed

gender
- saxuzl orientatt

b

‘Bullying happens in 4 ways
+Verbal: Direct and Indirect

¢ Physical

~*Sexual

+Property

Bullying happens in 4 ways

.« PHYSICAL (Direct)
» Blocking someone’s path
= Physical restraint
= Pushing / Kicking
» Hazing (eg. Taping to a pole)
» Fighting
u Drive-bys
» Murder
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Bullying happens in 4 ways

. +SEXUAL
= Teasing with sexual overtones
= Touching
» Slapping
= Innuendo / Jokes
= Picturas, emails, graffii
exual assault

“Bullying is widespread
7?'67_in'i;§‘kids have been bullied or affected by

i buliytng . National Assodiation of School Prycnologists: American Medica: Assodation
| + More than 160,000 kids don’t go to school
each day because they fear being bullied.

: Rationa! Agsocatian of School Psychoingists, National Education Association
| 460% of kids characterized as bullies in 6th-
9th grades had at least 1 criminal conviction
by age 24, e of 1venie lusice and Dercuency Prevention
«# Bullies are 5 times more likely to end up with
a serious criminal record by age 30. omernens

Zustice and Delinguency Frevertion
+Targets of bullying are more likely o be
depressed as adults. owess.a

cressive Behavior: Quent Perspectives

T e 2

‘What causes bullying?

+ Home-Life Factors: lack of warmth &

. attention, modeling of aggressive behavior in
the home, poor role-madels, poor

| supervision.

* 4 Personal Factors: Hli-tempered, active &
impulsive personality, craves attention.

-+ School Environmental Factors: overall climate

of the school.

Lae30n P S0 Timic

?ullylng happens in 4 ways

+PROPERTY
» Hiding belongings
» Theft
= Extortion (blackmail)
= Vandalism

w Destruction

For the victim, bullying is a
_loss experience...

*oss of a feeling of safety

#*Joss of confidence and self-esteem
*[oss of a sense of belonging

+ Joss of control over your life

e Daos Sr00 Blng Now

What are the effects of

bullying?

+ EMOTIONAL + PHYSICAL EFFECTS:

EFFECTS: HOW DO HOW DO YOU ACT?
YOU FEEL? « stomach aches / weight
= left out loss o gain

» anxicus » headaches

= insecure = grades drop

= jow self esteem « drug or alccho! use

« FEAR » sexual activity

» depressed = gdrop out of school

= withdrawn » assaultive

= aggressive = suicidat

= angry « homicidal

= vengeful
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What is Cyber bullying?

-+ "Cyber builying involves the use of
information and communication technologies
such as:

+ e-mails

= cell phone and pager text messages

+ instant messaging

~ defamatory personal Web sites

- defar wetory onfing personal poling Web gites
to support deliberate, repeated and hostile

hehavior by and individus! or group, thatis

intend=d to harm others.”

B Bin. 0,

What can parents do about
Tech-harassment?

+Enable parental filters on your computer

i #Explain the dangers of the Internet to
. your kids
+Ask questions
#Be involved in your child’s life
+Encourage your child to participate in
age appropriate extra-curricular
activities

What can you do if your child
is being bullied?

+Find out what activities or counseling

i options are available for your child .

- #Contact the police or a school resource
officer if the actions are criminal
(assault, threats, theft, vandalism, etc.).

“#Be supportive. Your child may have
painful feelings they want to share with
you.

What can parents do about
Cyber bullying?

+ Watch child's reaction when a cell phone message,
instant messages or email comes across, and then
ask him or her about the contents.

<+ Keep your computer in a common area of the house
& monitor your child’s online activities.

* Call your cell phone company or Internet provider

and prohibit instant messaging (“"IMing™} and text

messaging.

Listen to your children and respond appropriately.

+ Kean your child’s schogl informed ahout what is
going on. They may be ehie to help.

»

What can you do if your child
is being bullied?

-4 Talk with your child

. = Bea good listener,
» if your child is being bullied, they need to have a voice in

) how the situation is handled.

‘4 Contact the school
~ Set up a meeting with your child’s counselor or teacher(s).

+ Consider including the scheol resource officer (if applicable).
# Develop a plan for keeping your child safe,

particularly during vulnerable times (recess,
funch, class breaks).

DO NGOT:

4+ Encourage your child to fight back.

» Remember the old phrase, “Two wrongs do
not make a right.”

* -+ Ignore your child’s plea for help.
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